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Course Overview

The AWS Certified SysOps Administrator — Associate course is designed for
individuals who wantto learn how to manage and operate cloud infrastructure
on AWS. Whether you are a beginner exploring cloud computing or an IT
professional looking to advance your skills, this course will guide you
through AWS system operations, automation, security, and cost management
in an easy-to-understand way.By the end of this course, you will gain hands-
on experience in deploying, monitoring, and troubleshooting AWS services
used by businesses worldwide. You will also learn how to automate tasks,
optimize performance, and maintain security in cloud environments.

What You’ll Learn

By the end of this course, you will be able to:
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Understand AWS cloud operations and key services.

Manage user identity, access control, and security.

Deploy and automate cloud infrastructure using AWS CloudFormation.
Monitor system health using Amazon CloudWatch and AWS Config.
Implement highly available and scalable architectures.

Optimize storage and backup solutions with Amazon S3 and EBS.
Troubleshoot and audit AWS environments for security compliance.
Manage cloud cost optimization strategies.
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Target Audience

This course is ideal for:

K/

¢ System Administrators managing AWS-based infrastructure.
¢ DevOps Engineers optimizing cloud operations.

K/

% IT Professionals looking to enhance their cloud management skills.

RY

¢ Individuals preparing for the AWS Certified SysOps Administrator —
Associate certification.
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Pre-Requisites
To make the most of this course, participants should have:

s Completed AWS Technical Essentials training.
¢ Experience in software development or systems administration.

/

¢ Basic knowledge of Linux shell scripting or Windows PowerShell.
¢ Familiarity with networking protocols (TCP/IP, HTTP).

Course Content
Module 1: Introduction to AWS Cloud Operations

e Overview of cloud operations and system administration
e Understanding the AWS Well-Architected Framework

Module 2: Identity and Access Management

e Managing permissions with AWS IAM
e Working with AWS Organizations and account structures

Module 3: Resource Discovery and Auditing

e Automating resource inventory with AWS Systems Manager
e Monitoring resource configurations using AWS Config
e Hands-on: Auditing AWS Resources

Module 4: Deploying and Updating Resources

e Using Amazon Machine Images (AMIs) for deployments
e Implementing AWS Control Tower for resource governance

Module 5: Automating Infrastructure Deployment

e Deploying resources with AWS CloudFormation
e Managing catalogs with AWS Service Catalog
e Hands-on: Infrastructure as Code Deployment
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Module 6: Resource Management

e AWS Systems Manager for operational tasks
e Hands-on: Automating Operations with AWS Systems Manager

Module 7: High Availability and Traffic Management

e Configuring Elastic Load Balancing for traffic distribution
e Managing DNS and routing with Amazon Route 53

Module 8: Scaling and Optimization

e Implementing AWS Auto Scaling for demand-based scaling
e Managing cost efficiency with AWS Spot Instances

Module 9: System Monitoring and Health Management

e Using Amazon CloudWatch for monitoring infrastructure and applications
e Hands-on: Application and Infrastructure Monitoring

Module 10: Security and Compliance in AWS

e Implementing strong identity and access controls
e Auditing security incidents and automating remediation

Module 11: Secure and Resilient Network Operations

e Designing secure VPC architectures
e Connecting on-premises networks with AWS

Module 12: Managing Storage and Backup Solutions

e Configuring Amazon EBS and optimizing performance
e Using AWS Backup for disaster recovery planning
e Hands-on: Automating Backup and Recovery

Module 13: Object Storage and Lifecycle Management
e Managing Amazon S3 storage and implementing lifecycle policies

Module 14: Cost Optimization and Reporting

e Using AWS Cost Explorer and Cost & Usage Reports
e Implementing cost control mechanisms
e Hands-on: Cloud Cost Optimization Strategies
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Exam Preference

Exam Code SOA-C02
Category Associate
65 Questions (Multiple choice and
Exam Format Responses)
Total Score 1000
Passing Score 720
Exam Duration 180 Minutes
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