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       Check Point Certified Endpoint Specialist 
(CCES) 

    Course Duration :  24 Hours                           Course code : CCES-R81.x 

 

1. Course Overview 

The Check Point Certified Endpoint Specialist (CCES) course focuses on protecting 

endpoint devices using Check Point Endpoint Security solutions. This course helps 

learners understand how to deploy, configure, and manage endpoint protection to 

prevent malware, ransomware, and advanced threats. 

2. What you’ll learn? 

• Introduction to Check Point Endpoint Security 

• Endpoint security architecture 

• Policy configuration and enforcement 

• Threat prevention and malware protection 

• Endpoint compliance and monitoring 

• Reporting and troubleshooting basics 

3. Target Audience 

• Endpoint security administrators 

• IT security professionals 

• Network and firewall engineers 

• SOC analysts 

• Security support teams 
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4. Pre-Requisites 

• Basic knowledge of networking and security 

• Understanding of Check Point security concepts 

• Familiarity with endpoint environments 

 

 5. Course Content (Modules) 

Module 1: Introduction to Endpoint Security 

• Endpoint security overview 

• Threat landscape 

Module 2: Endpoint Security Architecture 

• Endpoint components 

• Management console 

Module 3: Policy Configuration and Threat Prevention 

• Endpoint policies 

• Malware and ransomware protection 

Module 4: Compliance, Monitoring, and Reporting 

• Endpoint compliance 

• Monitoring tools 

Module 5: Troubleshooting and Best Practices 

• Common issues 

• Best practices 
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