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ISO/IEC 27035 Foundation Course

Course Duration: 16 Hrs. Course Code: S027035-FND

Course Overview

The ISO/IEC 27035 Foundation Course provides participants with a
fundamental understanding of the principles, concepts, and processes of
information security incident management based on ISO/IEC 27035. This
course introduces the framework for effectively detecting, reporting,
assessing, and responding to information security incidents, enabling
organizations to strengthen their resilience and minimize the impact of security
breaches.

What you’ll learn?

In this course, you will learn the key elements of information security incident
management, including incident detection, analysis, response, and recovery.
You will gain insights into the structure and phases of ISO/IEC 27035,
understand how to establish an incident management policy, and learn
techniques to improve an organization’s incident handling capability.

Target Audience

This course is intended for information security professionals, IT staff, incident
response team members, business continuity managers, compliance officers,
and individuals who wish to gain foundational knowledge of information
security incident management. It is also suitable for beginners who are new to
the concepts of security incident response.
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Pre-Requisites

There are no formal prerequisites for this course. However, a basic
understanding of information security principles and IT systems will be
beneficial for participants to easily grasp the concepts.

Course Content

Module 1: Introduction to ISO/IEC 27035 and its importance in incident
management

Module 2: Fundamental concepts and principles of incident management
Module 3: Structure and phases of the incident management process
Module 4: Roles, responsibilities, and policy development for incident
response

Module 5: Techniques for incident detection, reporting, and assessment
Module 6: Response strategies, recovery actions, and lessons learned
Module 7: Building organizational resilience through incident management
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