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ISO/IEC 27035 Introduction Course 

           Course Duration: 8 Hrs.                             Course Code: ISO27035-INT 

           Course Overview 

The ISO/IEC 27035 Introduction Course provides participants with a 
fundamental understanding of information security incident management as 
defined in ISO/IEC 27035. It introduces the principles, processes, and best 
practices for detecting, reporting, responding to, and learning from security 
incidents. This course helps organizations build a structured approach to 
incident management, improve response effectiveness, and enhance overall 
information security resilience. 
 

What you’ll learn? 

In this course, you will learn the basics of information security incident 
management, including the identification, assessment, and response to 
security incidents. You will gain insights into incident handling processes, 
communication strategies, and the role of lessons learned in preventing future 
incidents. The course equips participants with foundational knowledge to 
support an organization’s incident management program. 
 

Target Audience 

This course is suitable for IT professionals, information security officers, risk 
and compliance staff, incident response teams, and anyone seeking an 
introductory understanding of ISO/IEC 27035 and incident management 
practices. It is also beneficial for individuals looking to support or participate in 
an organization’s security incident management activities. 
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Pre-Requisites 

There are no formal prerequisites for this course. A basic awareness of 
information security concepts or organizational IT processes will be helpful for 
understanding the course content. 
 

Course Content 

Module 1: Introduction to ISO/IEC 27035 and Incident Management Principles 
Module 2: Overview of Security Incident Life Cycle 
Module 3: Roles and Responsibilities in Incident Management 
Module 4: Detecting and Reporting Security Incidents 
Module 5: Initial Assessment and Classification of Incidents 
Module 6: Response Planning and Execution 
Module 7: Recording, Monitoring, and Reviewing Incidents 
Module 8: Lessons Learned and Continuous Improvement 
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