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ISO 18788 Foundation Course 

           Course Duration: 16 Hrs.                           Course Code: ISO18788-FND 

           Course Overview 

The ISO 18788 Foundation Course provides participants with an understanding 
of the principles and requirements of the ISO 18788 standard for establishing, 
implementing, and managing a Security Operations Management System 
(SOMS). The course is designed to help organizations ensure effective, 
accountable, and compliant security operations while managing risks and 
protecting stakeholders. 
 

What you’ll learn? 

Participants will learn the key concepts and structure of ISO 18788, including 
risk management, governance, operational controls, and performance 
evaluation. The course covers how to implement best practices in security 
operations, ensure compliance with international standards, and enhance 
organizational accountability and effectiveness. 
 

Target Audience 

This course is ideal for security managers, risk managers, compliance officers, 
consultants, and professionals responsible for managing or auditing security 
operations. It is also suitable for individuals seeking foundational knowledge of 
ISO 18788 for career advancement or organizational improvement. 
 

Pre-Requisites 

There are no formal prerequisites for this course. However, prior knowledge of 
security management, risk management, or organizational processes will be 
beneficial for participants. 
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Course Content  

Module 1: Introduction to ISO 18788 and Security Operations Management 
Module 2: Structure, Scope, and Key Concepts of ISO 18788 
Module 3: Governance and Risk Management in Security Operations 
Module 4: Operational Controls and Performance Evaluation 
Module 5: Compliance and Legal Requirements 
Module 6: Implementing and Maintaining a Security Operations Management 
System 
Module 7: Case Studies and Practical Examples 
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